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Introduction from the
Children’s Commissioner

Since March 2020, thousands of young
women have been sharing their
experiences of sexual harassment
through the ‘Everyone’s Invited' project.
This is an online platform where girls

- who are still mostly in school — have
described growing up in a world where
harassment, including sexualised
comments, slut-shaming and the
sharing of nude pictures, is part of their
everyday lives. This harmful behaviour
happens online and offline. I've seen
this first-hand during my time as a
headteacher and | know how stressful
and damaging it can be for children,
especially girls.

Of course, boys can experience
sexualised bullying too, and when they
do it's often in the form of homophobic
abuse, or through pressure to be

more ‘masculine’.

When | became Children's Commissioner for England | undertook the largest ever
survey of children — The Big Ask — to understand children’s lives. The findings of
this survey gave me a lot of hope for this next generation, not least because of their
incredible resilience. But children, especially girls, talked about their experiences

of sexualised bullying and peer-on-peer abuse and were calling firmly for more
support. Most children want that support to come from their parents or carers.

Talking to our children about this issue can be hard. Parents tell me they
sometimes feel uncomfortable, not just because of the sexualised nature of the
topic, but also because their children know more about technology than they do.
For mums, dads and carers who grew up without smart phones, this whole world
can feel bewildering.

But children want to talk to their parents and carers about this. We know this
because they've told us. And that's what is at the heart of this guidance.

We brought together a group of 16-21 year-olds and asked them to tell us what they
think parents should know, and what they should say to their children when talking
about sexualised bullying and the pressures of growing up online. We asked them
to think back to when they were a bit younger and tell us what their parents and
carers did and said that was helpful..and what wasn't.

This guidance is based on the voices of young people giving adults their tips on
how to tackle this subject.

| also convened a steering group of the leading organisations working in this area
and listened to their expertise. We'll signpost to their excellent work for those who
want more information, but this guide serves as a starter kit — an entry point for
parents and carers who want to talk to their children but need a bit of support to
understand the issues and to start a conversation.

The overriding message you'll see from our focus group is talk early, talk often.
You might be surprised how early our young people felt parents need to start the
conversation. But children want an age-appropriate conversation that evolves over
time in line with their growing maturity.

My advice to parents and carers is to create the culture before the crisis. Children
have told us they want their mums and dads to create a safe, judgment-free space
for them to talk about these issues. It's better to do that before you hit a problem
rather than trying to create that mood while you're dealing with one.

It takes a lot of bravery for a child to share their experiences of abuse or harassment.
Parents and carers are telling me they want to match that bravery in getting to
grips with these issues. Things that might feel uncomfortable to begin with, will
feel less so over time. Parents and carers need to grasp the nettle as they support
their children navigating this complex part of growing up. Our children have told

us it's what they want. This guide will help you get there.

Dame Rachel de Souza DBE
Children's Commissioner for England

My thanks

| would like to extend my heartfelt thanks to all the brilliant young people who worked
with me to create this guide. You were honest and insightful. We couldn’t have made this
guide without you.

My thanks also go to our expert charity steering group: Action for Children, Barnardo'’s,
Childnet, Internet Matters, the Internet Watch Foundation, the NSPCC and Parentzone.
You will find links to their excellent and expert resources throughout this guide.


https://www.everyonesinvited.uk/

Back¢round

What is peer-on-peer abuse and harmful sexual behaviour?

Peer-on-peer abuse is often sexualised in nature and occurs between children
of roughly the same age. It can happen online and offline. It is driven by harmful
attitudes about sex, relationships, and gender, often held by adults as well as
children. All of us have a role to play in tackling this.

Peer-on-peer abuse online

This guide focuses on how sexual harassment and peer-on-peer abuse happens
online —including on social media, messaging, gaming and dating platforms. It
also explores how content which children are stumbling across and consuming
online —including pornography — drives harmful attitudes and behaviours.

Some examples of how sexual harassment can happen online:
* Pressuring someone to share nudes
* Leaking nudes

* Sending someone explicit content which they didn’t ask for -
including cyberflashing (unwanted pictures of genitalia)

* Bullying using sexualised language - including body-shaming
and ‘slut-shaming’

* Outing someone’s sexual history or orientation
* Sexualised threats

* Upskirting and posting this online

These issues range from the problematic and harmful, through to illegal offences. It

is important that parents feel comfortable in discussing the full spectrum of issues
and how they may play out online.

Why is this a problem?

Some children have told us that peer-on-peer harassment is so common that
they simply accept it as part and parcel of daily life. They say that too often, sexual
harassment is not challenged or taken seriously by the adults in their lives.

How to use this guide

Our guide starts by sharing how you can make these conversations easier.

We've broken down this guide into the subjects which children told us

were important:
Editing photos and body image
2

Sexualised bullying

Under each topic we give you a breakdown of what the issue is and how our
16-21-year-olds feel the problem affects children and young people. Then we
present their tips on best ways for parents and carers to have this conversation with
their children.

Following this we share how you can get the conversation started, notes young
people wrote to their younger selves, resources and further information and signs
to look out for and where you can get immediate help.

Acknowledging differences

The young people we spoke to came from a range of cultural backgrounds. Some

said they had families who would talk openly about these issues, others told us that
even though they would like their parents to talk to them, they thought they might
not. Similarly, some of our 16-21 years-olds were LGBTQ+ and pointed out that whilst
these issues would affect them just as much as any other young person, if they weren't
able to be open with their family about their identity, it may act as a barrier for these
conversations to take place.

How we spoke to young people

We began this guide by holding a series of focus groups with children and young people
to understand the issues and challenges they face. Based on these findings, we designed
a day of workshops with 16-21-year-olds to explore the issues in more detail — and how
parents can help their child to navigate them.

We chose this age group as they're slightly older and able to reflect on their own
experiences as a teenager growing up online. We asked them to think about the things
they wished their parents had known about online peer-on-peer abuse, and for the
advice they would give to a child on dealing with these issues.

We used what they told us as the basis for this guidance. We would like to thank them
for their openness. We couldn’t have made this guide without them.



What children find hard about having these
conversations and how to make it easier



https://www.thinkuknow.co.uk/parents
https://www.thinkuknow.co.uk/parents/articles/Worried-about-your-child-and-online-porn/

l@ Pornography

Porn is too easily accessible online for children and they are seeing it earlier

than some parents realise. Children and young people sometimes access it out

of curiosity, or sometimes their viewing is accidental and unwanted. In either
circumstance, viewing porn too young can be very damaging and can warp
children’s understanding of sex and consent and there has be a link found between
porn consumption and harmful attitudes and behaviours towards women and
girls!

How, when and why children are viewing porn
« Over half of 11-13-year-olds have already seen pornography.?

« Many children view porn unintentionally for the first time — 62% of 11-13-year-olds
say that their viewing of porn was mostly or more unintentional.?

» Parents’ perceptions of how much porn their children are watching does not
match the reality: only 25% of parents think that their child has seen porn -
compared to 53% of children who have.*

Young people’s view

Our group of young people felt porn doesn't show sex as it really is. Issues of
concern include degradation and violence towards women, how consent is
portrayed, and unattainable body standards.

They felt that watching porn, particularly at young ages, can affect real-life
behaviours and attitudes around gender roles, sex and consent.

Girls talked about being sent porn by older boys at school. This can be scary and
distressing and they would like to be able to talk to their parents about it. They
also feel that parents of boys should be talking about why this kind of behaviour
is not okay.

The legality of viewing porn

Under the current law, it is illegal for shops to sell under-18s physical copies of
pornography (e.g. DVDs, videos, magazines). However there is currently a gap in the law
around online pornography, which is freely available. The Children's Commissioner is
working with the Government to close this loophole and bring pornography under the
scope of the Online Safety Bill. In the meantime parents should be vigilant about the
material their child has access to and apply parental controls where necessary.

Top tips from 16—21 year-olds
1

2

“It shouldn't be a taboo. It should be something that parents talk about to their kids.”

3
4

“Don't punish instead of having a proper good talk."

9

Click here to go to our resources page for more information

“I feel Like the best time for parent
d conversation about porn ifa bitsle;lr]l?earve
for boys than girls. From my experience
of mgle friends, they definitely see porn
earl'ler than my female friends, | mean
like early: year 4, year 5, year 6."

atever ypy
S€E 0N porn gjtes”

All quotes from young people aged 16-21




l Sharing nude images

Young people share nudes (naked images/videos of themselves) for a variety of

reasons. However, children might also be put under pressure to share pictures of
themselves or to spread nudes sent to them by others. An Ofsted review into sexual
harassment in schools found that girls can be contacted by up to 10 or 11 different

boys a night® asking for nude or semi-nude images.

Children are put at risk when nude images or videos of them are shared online —
in Whatsapp groups, for example. This can happen without the young person's

Cyberflashing

Cyberflashing is sending an unwanted nude image to someone else, form example

via a messaging app or Airdrop. It can leave victims feeling ashamed, violated and
intimidated, particularly if it is the first time they have seen a naked image. Cyberflashing
disproportionately affects girls. One study found that 76% of girls aged 12-18 had been
cyberflashed by a boy or man.®

If a nude image is sent to or from someone under the age of 18 this is classified as Child
Sexual Abuse, and it is an offence which should be reported to the NCA, to Childline and/
or to a trusted adult at school. Cyberflashing is currently a legal grey area if sent to/by
someone over the age of 18 to another adult. The Children’s Commissioner is calling for
laws to be tightened up to ensure that cyberflashing is treated as a standalone offence in
any circumstance.

consent.

Our young peoples’ view
The reasons why young people create and share nudes are varied and complex.

Some reasons given by our 16-21-year-olds as to why a child might create and share
nudes include:

* Social pressure: belief that ‘everyone else is doing it’

* Validation: to gain acceptance, feel empowered and confident

“Most youn
from others

* Coercion, manipulation, harassment (60% of girls who have shared
nudes felt pressured into doing so).°

g penplg seek validatign
- ESpecially young girls

* Flirting: to get someone’s attention (particularly true for boys - 75% of boys SEEklng Validatinn from bUYS cos thE
who have shared a nude of themselves say they did so to attempt to ‘turn m'ght hot gEt It ElS h “
someone on'’ Ewnere.

* As part of a relationship milestone

Our young people say it is important that parents understand that the reasons
for sharing nudes are complex. Their advice, if you find out your child has sent

or received nudes, is to not jump to conclusions. Calmly ask your child open : : d nurma\

qguestions and try to understand the context in which the picture/video was taken "NUW, it's (nmldere bave 3
S i d

and shared. This will help you to work out how to respond. to send nudes |f YUU"

relationship.

yalidation -
have a \a.ck of
confidence oF self-esteem issues

S se people
they re doing it bE(.au m
and ;ayy’that's 3 good picture.

“They do it for
some people may

All quotes from young people aged 16-21



https://www.ceop.police.uk/ceop-reporting/
https://www.childline.org.uk/get-support/

Top tips from 16—21 year-olds

l‘ Sharing nude images

The social consequences of sharing nudes 1
Girls face more consequences for sharing nudes than boys. Research shows that girls are
looked down upon when a nude is leaked and it damages their reputation; but for boys,
however unfairly, it seems the opposite is true — it can be a source of validation. A recent
study found that 60% of young people think that a girl would lose social status if a
nude image of her was shared on Whatsapp, while 60% thought that a boy would gain
social status in the same situation.®

Thinkuknow

It is important to be aware of the fact that the social consequences for a male or a female
child may be different, and to be sensitive to these. You can also use your proactive
conversations with your child to challenge damaging and unfair gender stereotypes
around sharing intimate images.

“A lot of Parents might

~ Just blame the chilg
Instantly instead pf trying
to support them.”

Childline/IWF Report Remove

NCA CEOP
Internet Matters

The legal consequences of sharing nudes
A nude image of an under-18 is classed as child abuse imagery. And while it is important
that children sharing nudes are not criminalised, it needs to be addressed.

Where there is no evidence of exploitation or grooming it is unlikely that a child
would be prosecuted for sharing a nude — particularly if it is a first offence. Police
may investigate but can choose to record the incident in a way that does not have a
negative impact on the children involved. More info can be found on Parents Protect.

Click here to go to our resources page for more information

All quotes from young people aged 16-21



https://www.parentsprotect.co.uk/
https://www.thinkuknow.co.uk/parents
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.childline.org.uk/
https://www.ceop.police.uk/Safety-Centre/
https://www.internetmatters.org/issues/online-pornography/

Sexualised bullying

Sexualised bullying can happen in ‘public’ online —in comments, tags and posts
on social media for example, in videos and livestreams and on gaming platforms. It
can also happen in ‘private’ online spaces like direct messages and group-chats.

Our young peoples’ view

Our 16-21-years-olds talked about sexual commments and taunts and how these
often included misogynistic language. They said that girls are more likely to be
targeted with rude comments about their bodies and nasty gossip and rumours
about their sexual activity. They also talked about physical forms of sexualised
bullying, like ‘upskirting’, and how these violating images can be posted online.

Our group felt that sexualised bullying was more likely to happen to girls, but boys
could be victims too. When boys were victims the bullying often had a homophobic
element. Boys are also likely to find it harder to open up to friends and parents
about their experience of sexualised bullying and this can make it harder to cope.

Of course, these forms of bullying (slut-shaming, body-shaming, gossiping etc.)
happen offline too. However, it is much harder to escape when it is occurring online
24 hours a day, 7 days a week. Introducing screen breaks can be helpful here.

"Body shaming can h3
. : Ppen to anybody. Imagi
going 0n social media where hundredsyof pig:}ee
(an judge you, shame youy ang comment.”

“There are so many words used to describe girls

in negative ways. And there are literally none

for boys, | can't think of anything. Everyday |

hear new words used to describe girls as objects
or something Llike that basically.”

Bait-out pages

Bait-out pages are online accounts - particularly on Instagram and Snapchat — which
invite users to share nude images, videos or sexual gossip about others. Our young
people told us that some pages are followed by thousands of other young people and
allow gossip and nudes to spread rapidly.

“You see it on Snap or Insta, bait out pages for different schools ... So you can't
really escape it, it's everywhere. There are thousands of bait out pages on Insta or
Snapchat of people doing things that are explicit and stuff like that.”

Top tips from 16—21 year-olds
1

“Make them feel safe! Talk about sexual harassment before it even happens. From a
young age, their child knows this is something they can come to their parents about.”

2
3

“Having that annoying mum saying ‘how was your day’ is really helpful.”

“Parents should be just as open with their children as they want their children to be.
It's more comfortable when you know your parent has been through something just
the same.”

4

“We can have our boundaries ... setting these boundaries, | have mine and you have
yours. Having that compromise.”

9

“With girls it is easier for them to be a bit more vulnerable and upset and talk about
it. | think that is why male suicide would increase because they wouldn't go to their
parents, friends therapy or anything. They would keep all those problems and then
just explode like that.

Click here to go to our resources page for more information

' feel like they
« f my male friends ]
canatl:: ?ertay\n things as wt:resye f(:\e;nlt\i‘e\;c‘\ggy
will get pullied, or even O they

they feel Like they're in

don't do a certain thine.

All quotes from young people aged 16-21




Top tips from 16—21-year-olds:
1

l@ Editing photos and hody image

Girls feel pressurised to achieve unrealistic beauty standards. They feel they “can't “Encourage your child to be who they are.”

win” and beauty trends ask the impossible. They agree that edited images present

an alternative reality which some people find it hard to distance themselves from. z

Even if they know an image is photoshopped, they still feel pressure. “Ask questions that allow expression of thoughts rather than yes/no answers. For
Edited pictures can create a distorted perception of what the opposite sex looks example, ‘What do you think/feel about this?... Would you ever edit your pictures?’ "
like. This can pile pressure on young people to appear a certain way to appear

‘attractive’.

“Boys want a natural face, but then when they see an actual natural face they put it down
because that's not what they are seeing on social media.”

3

Young people agree that boys are also under pressure to conform to a certain
standard, such as being muscular. 4

“Help to broaden your child’s understanding of body image by looking at different
cultures - a global outlook will show you there’s not one set beauty standard.”

you know it's edited,

my is still as damaging .

' oo
ou still wanna
toyget over the fact you
It's hard {0 navigat

Boys expect EVery girl to logk
€ same e hpur glass figure,..
Listic beauty standards.

"
Filters make sense.

Filters can be fun, funny and creative. However augmented reality is also used to ‘perfect’
or ‘beautify’ images: by smoothing skin, making cheekbones more prominent and
reducing nose-size - for example — or by making a body appear thinner. This can have

a negative impact on how children view ‘real’ unfiltered images of themselves and can
lead to lower self-esteem.

All quotes from young people aged 16-21




@ Peer pressure

What are the issues?

Young people say social media can be a time sink and they wish they had spent
more time doing things they enjoy more — like playing music, reading books

and getting outside. They worry about the impact it will have on their attention
span. They are also worried that there is pressure to get more likes and have

more followers, and that can lead to them posting negative comments to get
more attention, or to engaging in risky and harmful behaviour (including overly
sexualised images and posts). However, they feel there's a shift towards people
posting more honestly, discussing mental health and body issues, and feeling part
of a positive community.

You see People like thoge

(Omments anq get ;
It makes ygy thg L0t Of ke,

. ink to pogt
COmments [jke that, ynupsee ::e‘l]l;ele

like them sg
YOu start posti
more hatefy| cummegts.gng

Setting boundaries
Young people think that rules and boundaries should be set.

They also think that rules should be agreed in consultation with children. You can ask
your child for their opinion and come to an agreement - e.g. what do you think is a
reasonable time to be on your phone at night?

Some rules for parents/children which young people think are helpful:

« Parents should role model behaviour for example by not being on phones all
the time.

« Social media accounts should be private until 16/18.
+ No social media accounts until 13.

« Time limits on use. Media timeouts - talk to children to decide timings and keep
having conversation at different ages.

Top tips from 16—21-year-olds:

L
2

Click here to go to our resources page for more information

n a rise of people tge'\ng
em_z; their natural skin and

[ to
it's really been helpfut | feel like. Compared

iterally and
five years ago everyon Literally

' Lves up. P
Ly covering themsewes,
T\g’:lzplhe‘;?r::cll ’Zhat mental health is u!\p'?rtant

Jnd they want to share about It

“Recently there's bet
yulnerable and showl

All quotes from young people aged 16-21




Summary of top tips

By reading this guide you have taken a big and important first step. This means it's
likely that you're already doing a great job.

To make your child feel ever safer and more supported, here are the things that
young people want you to do.

Don’t wait for the crisis.

Don’t mention it once and think that’s enough.

Don't scare them with ‘the big talk’

Don’t punish them before listening and understanding.

Don’t pretend these issues don’t exist and that your child
is not involved.

Don’t Leave your child unsupervised. You wouldn’t leave
them alone in the park or the street, apply the same level
of protection online.

19

Conversation starters

Create the culture before the crisis

It's important to get into the habit of talking to your children about these topics
because this is the reality of their everyday lives.

Create a culture of openness, curiosity and approachability and your child is likely to
feel more comfortable coming to you if they have problems.

#AsktheAwkward is an online project aimed at helping parents start discussions
about online relationships with their teens. Here are some suggested conversation
starters:

What do you use apps/social media for most?

How do you stay safe online?

What's your favourite app
at the moment? Show me...

What do you think might worry me
about you being online? What might
worry you about me being online?

Do you think a family agreement for online use
is a good idea? How might this look for us?

How much do you think | should
know about what you do online?

What are the warning signs that someone online
is lying or isn't who they say they are?

What are the reasons why young
people might share a nude?

Do people say things online they
wouldn’t say in person? Why?

20



A note to my younder self

We asked our young people to fill out a note to their younger selves. These are the You didn't take social media
thoughts and advice they had to offer. SEfiDUSlY and knew about h
ut what

was right and wrong. This (ed
us to grow up without having

You may want to try this exercise with your child and use it as a way to start a
conversation.

to worry aboyt things online
and we are doing ok now,

Iti  worty about not being
SPe':ig'kay e to lonk g D9:s:antly in a relationship
pressur il don't feel ‘ ng school Love.
S Peertt"J g 2: [Yhing. You You're wanted.
o Way your L Let it
are. People’s gpjpj 're perfectly normal.
. Penplgs Opinions don't You're pturally ——
atter, just enjgy ygyr come naturally.

. le pressure you. You are
R . ygur gwn person.

or experiend
you're loved.

Try writing your own note here...

Dear me,

Trust your parents, even
when you don't understand
them. You don't get it now

but one day you will.

Don't Worry abpyt getting socja|

media force

medi ' .
13 and just (arry on playing pon't let social gynuﬂe“

with your toy, readi . i
. ) reading and it
drawing because social media Y . y
turns yoyr brain tg mush
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What to do if something goes wrong

Where to get help

If you are worried that your child has had an upsetting
experience online, for example if a nude image has been shared
without their consent, it is important that you know where to go
for immediate support.

- Contact Childline/IWF Report Remove if an image/video
of an under-18 has been shared without their consent.

- Make a report to NCA CEOP if you think the image/video
has been shared with an adult.

- Contact the NSPCC sexual harassment helpline. Your
child can also talk to Childline.

- Speak to your child’s school. They should have a policy
to deal with incidents of sexual harassment/abuse and
can help you to support your child.

Signs to look out for

These are some of the signs of online sexual harassment that
our young people said you should look out for:

refusing to go to school

- obsessively checking their phone

- distancing themselves, silence, anger, anxiety

- suddenly deleting/taking time off an app that they love
- skipping meals, saying they are ‘not hungry’

- sudden awareness of their own body or sudden diets

23

Resources and further information
@

Internet Matters - Up-to-date information and advice on topics including internet porn:
https://www.internetmatters.org/issues/online-pornography/

Thinkuknow - Age-appropriate activities to discuss issues including porn:
https://www.thinkuknow.co.uk/parents/articles/Worried-about-your-child-and-online-porn/

Set Up Safe - Step-by-step guides on setting up parental controls on your child’s device:
https://www.internetmatters.org/setupsafe/

Sharing nude images

Parents Protect - Practical advice, including a dedicated helpline 0808 1000 900:
https://www.parentsprotect.co.uk/

Childline - For any worries your child may have 0800 1111:

https://www.childline.org.uk/

Kooth - Qualified online counsellors for children:

https://www.kooth.com/

Childline and IWF Report Remove tool - If your child is worried that an image or video of
themselves has been shared:
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-
online/

NCA CEOP - To report concerns about online sexual abuse or grooming:
https://www.ceop.police.uk/Safety-Centre/

NSPCC helpline - To report experiences of sexual harassment and abuse in school call 0800 138 663:
https:/learning.nspcc.org.uk/news/2021/april/sexual-abuse-in-education-helpline-launched

@ Sexualised bullying

Childnet - Resources on a range of topics including online sexual harassment:
https://www.childnet.com/our-projects/project-deshame/i-am-a-parent-or-carer

Family Lives — Support and advice for parents 0808 800 2222:
https://www.bullying.co.uk/cyberbullying/

Parent Talk: Parenting advice from Action for Children, offering a free 1.1 live-chat
with a parenting coach
https://parents.actionforchildren.org.uk/

Report Harmful Content - Advice on reporting harmful and abusive content:
https://reportharmfulcontent.com/advice/

Childline - For children experiencing bullying or for any worries your child may have 0800 1111:
https://www.childline.org.uk/

The Mix - Advice and support for under-25s:
https://www.themix.org.uk/

Peer pressure

ParentZone - Advice and support for parenting in the digital world:
https://www.parents.parentzone.org.uk/

Childnet - Guide to setting up a family agreement:
https://www.childnet.com/resources/family-agreement

YoungMinds - Talk to an online counsellor:
https://wwwyoungminds.org.uk/young-person/
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https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/
https://www.ceop.police.uk/Safety-Centre/
https://learning.nspcc.org.uk/news/2021/april/sexual-abuse-in-education-helpline-launched
https://www.childline.org.uk/
https://www.gov.uk/government/publications/sexual-violence-and-sexual-harassment-between-children-in-schools-and-colleges
https://www.internetmatters.org/issues/online-pornography/
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https://www.youngminds.org.uk/young-person/
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